QDevtegrate

Cloud Services | Managed IT Services | Cyber security | Security and Compliance

MSP & MSSP Core
Offerings

What is an MSP & MSSP? As an MSP (Managed Service Provider), Threat Advice runs your network and
technology department from afar. Your employees call our help desk, we answer within one minute, and 95% of the
time, we handle your issue within one or two calls.

Otherwise, if it’s a hardware issue, we send an engineer out to your location to handle your problem directly. As an
MSSP (Managed Security Service Provider), Threat Advice provides security as a service, ensuring your people are
safe, secure, and compliant through management and monitoring of systems, devices, networks, and more.

Questions?
Ready to reduce technology costs and get protected? Start here.
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Why Managed Services?

Most leaders and companies don’t feel comfortable managing technology people directly, and tech gurus are
expensive. When you sign up for Managed Services with Threat Advice, your costs are often less than they were
before, and they are predictable: you pay the same monthly fee per-person and perpiece of hardware every month. It
makes it easy to budget for technology each month and to prepare for those technology projects which come along
every year or so. Streamline your technology and layer your security with Threat Advice Managed Services and
Managed Security Services.

Threat & Patch Management

1. Best for clients who have IT Manager/Staff

2. Standard & Secure Options

3. Includes:
e 24/7/365 SOC as a Service
e  SOC Managed Next Generation SIEM (Secure Only)
e SOC Managed Endpoint Detection & Response (EDR)
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e Sentinel One Complete Endpoint Protection Platform (EPP)
e  Server/Workstation Windows Patch Management

e  Server/Workstation Remote Control

e  Per User

Managed Endpoint Detection & Response

1. soc Managed Endpoint Detection & Response (EDR)
e 5 US Based Geo Located SOCs
e 160+ Security Engineers
o 24/7/365

2. Endpoint Protection Platform (EPP)
e Control
e  Complete (Does not include Threat Hunting)
e Singularity EPP+EDR Data sheet

Managed User

1. Full service managed client
2. Standard & Secure Options
3. Includes:
e  Unlimited Remote Support
o 24/7/365 SOC as a Service
e SOC Managed Next Generation SIEM (Secure Only)
e SOC Managed Endpoint Detection & Response (EDR)
e Sentinel One Complete Endpoint Protection Platform (EPP)
e Server/Cloud/SaaS Monitoring & Management
e  Workstation Monitoring & Management
e  Patch Management
e  Microsoft 365 Management
e  Email Security Services Management
e  Vendor Management
e  Technology Procurement
e Best Practices Architecture/Design
e Reporting and Business Reviews
e  Technology Roadmaps

Managed Next Generation SIEM
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1.  SOC Managed Security Information & Event Management (SIEM)
e 5 US Based Geo Located SOCs
e 160+ Security Engineers
o 24/7/365

2.  Perch SIEM Platform
e Log and alerts ingestion and analysis
e Cloud Integrations
i. Microsoft 365/Google Workspace
ii. Sentinel One, Carbon Black, Microsoft Defender & many more
iii. Cisco, WatchGuard, Palo Alto, Fortinet, Sophos & many more

Continuous Vulnerability Scanning

Included with our Breach Prevention Platform
New Device Alerts
Dynamic Asset Discovery
Reporting
Per Asset
Multiple Security Feeds
I General

e CIS OVAL Repo

e NIST NCP

e  Joval/Arctic Wolf

AN

IL. Vendor Specific
e  Ubuntu * Debian
e Red Hat/CentOS
e  OpenSUSE
e Apple, Cisco, VMware
e Microsoft — Microsoft Secure Baselines

Automated External Penetration Testing

e Monthly Scans

e Intelligence Gathering
e  Threat Modeling

e Vulnerability Analysis
e  Perform Exploitation
e Post-Exploitation

e Timely Reporting
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e  Quarterly Pen Test Review

* Internal penetration coming soon

Learn More

Send questions to contact@devtegrate.com
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